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Abstract— The main purpose of a heating, ventilation and airconditioning system is to provide thermal comfort and acceptable
indoor air quality through adequate natural ventilation by
exchanging the building zone air with the outside fresh air, as an
option. This air exchange during the cold seasons can be
considered as a heating load for the heating system which increases
the energy consumption of the heating system. The use of the
demand-controlled ventilation system can be counted as a
potential energy saving method by its automatic adjustment of
ventilation, which modifies the amount of fresh air coming from
outside and causes less energy consumption by less heating load,
as a result. Faults in system components such as sensors and
actuators can result in different types of failures and severe
implications on the efficiency of the heating and demandcontrolled ventilation system. However, tracing the component
and system behavior back to the faults is a challenging task. This
study demonstrates a successful approach for finding the nature,
value, time of occurrence, and locality of these faults using a
mapping from failures to faults with knowledge-based diagnostic
techniques. We introduce fault models for online diagnosis using
machine learning. These fault models are established for a heating
and demand-controlled ventilation system with fault injection
blocks design using a simulation framework based on
MATLAB/Simulink.
Keywords—Demand-Controlled Ventilation; heating modeling
and simulation; MATLAB/Simulink; fault injection; failure; fault
detection and diagnosis; machine learning

I.

INTRODUCTION

Heating, ventilation and air conditioning (HVAC) systems
keep the thermal conditions in a comfort zone and indoor air
quality in an acceptable range. HVAC systems are one of the
largest consumers of energy, especially in office buildings [1].
Statistical data shows that the energy consumption can be
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divided into different categories in commercial buildings where
the contributions for space heating and ventilation are 16% and
9.1%, respectively [2, 3]. These statements demonstrate the
potential of energy saving which exists in the building sector.
Furthermore, carbon dioxide (CO2) proliferation in office spaces
due to human respiration can cause some negative
characteristics for occupant comfort, e.g. feeling unwell, lack of
concentration, and deterioration in efficiency.
Natural ventilation is an effective method to improve indoor
air quality (IAQ) and to dilute indoor CO2 concentration in
offices. Most codes and standards specify some constants for
required air change volume per person or per area for different
places, which can lead to over ventilation and increased energy
consumption, or underventilation that leads to an uncomfortable
environment for occupants in some cases [4], while demandcontrolled ventilation (DCV) increases the potential energy
saving in heating systems by preventing excessive outside lowtemperature air to come into the building spaces.
DCV is a control strategy that modifies the amount of fresh
air coming from the outside environment delivered to a room by
automatic adjustment of economizer damper actuators based on
the CO2 sensor measurements and other parameters such as
inside temperature and occupants. Studies demonstrate that 15%
to 25% of the HVAC system’s energy can be saved by setting
the ventilation rates based on the occupants’ fresh air
requirement [5]. This is an example of energy saving strategies
in buildings, especially in offices.
DCV systems have become complex systems with hundreds
of sensors and actuators in a typical office building. Faults
affecting these components are therefore common events and
engineers need to devise strategies for fault recovery in order to
provide an acceptable level of services despite different types of
faults. The key aspect is the identification of nature and

Fig. 1. Generic diagnostic techniques.
locality of the fault using diagnostic techniques in order to
decide on the appropriate recovery action. The establishment of
diagnostic models with an accurate mapping between observed
component behaviors, failures, and faults is a time consuming
and error-prone task.
A fault is an unpermitted deviation of at least one
characteristic property of the system from its normal, acceptable,
usual and expected behavior [6]. A fault may trigger a failure or
a malfunction of the system if it is not detected, contained and
masked by fault-tolerance mechanisms. A failure is a permanent
interruption of a system’s ability to perform a required function
under specified operating conditions which result from one or
more faults. Several problems such as system failure or
performance degradation can arise due to faults in components,
e.g. sensors and actuators.
A survey of faults in HVAC systems has been performed as
part of the international energy agency's annex 25 [7]. The faults
can be categorized as design faults, installation faults, abrupt
faults, and degradation faults. Examples are sensor faults such
as wrong sensor readings or noisy sensors, and actuator faults
such as a stuck-at fault. These faults waste more than 20% of the
energy consumed by HVAC systems, cause unnecessary CO2
emissions and decrease occupant thermal comfort, as well as
reducing productivity [8, 9]. Basarkar et al. reported that the
presence of HVAC faults can influence the total HVAC energy
use by as much as 22%, depending on the type of faulty behavior
and the severity of the faults [10].
Based on the National Institute of Standards and Technology
(NIST), fault detection and diagnosis (FDD) methods have a
potential of 10% to 40% energy savings in HVAC systems [11].
Studies have indicated that 20% to 30% energy savings are
achievable by re-commissioning HVAC systems to rectify
faulty operation [12]. For example, a stuck damper can cause
significant heating, cooling, comfort, and energy consumption
issues depending on which position the damper is stuck at. Lee
et al. documented the energy penalty associated with various airside system faults. There is a report of 36% excess cooling
energy consumption due to a single VAV box damper being
stuck open [13].
Katimapula et al. found that poorly maintained, degraded
and improperly controlled equipment wastes an estimated 15%
to 30% of energy in commercial buildings [14]. Around 15% to
30% of the energy loss in buildings is due to the performance
degradation, improper control strategy, and malfunctions of
HVAC systems [15]. In a survey of UK buildings, the data

showed 25–50% of energy wasted from faults in building
HVAC systems. This range could be reduced below 15%
whenever those faults could be detected and identified early in
the premature stage before unacceptable damages occur [16].
Zhou et al. described that it is necessary to implement the fault
detection and diagnosis methods for HVAC systems to keep
them working properly for energy saving, life-prolonging, and
indoor air quality enhancement [15]. Therefore, there is a great
potential to develop a reliable fault detection and diagnosis tool
to guarantee the normal operation of HVAC and DCV systems
which causes better energy efficiency.
This paper provides a solution for partly automatizing this
activity using machine learning and fault injection framework.
During development time, faults that shall be identified are
intentionally injected into a simulation of the HVAC systems
and machine learning algorithms establish the mapping to the
ensuing component behaviors. Later, at runtime, the established
diagnostic models can be used in the opposite manner by
concluding on faults based on observed component behaviors
and failures.
II.

GENERIC DIAGNOSTIC TECHNIQUES

Different methods were deployed for fault detection and
diagnosis for these complex systems in last years. Yu et al.
considered energy consumption as a useful parameter to detect
faults using the Fuzzy Neural Networks (FNN) model [17].
Sterling et al. compared two model-based diagnostic solutions
of qualitative and quantitative models and encoded failure
modes in their Modelica model [18]. The simulation is a helpful
operation platform to develop and test fault detection and
diagnosis strategies for component-level or system-level faults.
Basarkar et al. identified, characterized and prioritized common
faults of HVAC equipment and control systems in the
EnergyPlus building performance simulation tool, but the
EnergyPlus tool has limited capability of modeling HVAC faults
[10].
Generally, modified fault diagnostic techniques can be
reported in figure 1 which is reported by Katipamula and
Brambley [19, 20].
III. FAULT DETECTION AND DIAGNOSIS
Fault detection and diagnosis is an area of investigation
concerned with automating the process of detecting faults in a
physical system and diagnosis their causes. The primary

objective of an FDD system is the early detection of faults and
diagnosis of their causes, enabling correction of the faults before
additional damage to the system or loss of service occurs [21].
In HVAC systems, fault detection is the determination that
the operation of the building is incorrect or unacceptable in some
respect. Unacceptable behavior may occur over the whole
operating range or be confined to a limited region and hence only
occur at certain times. For large-scale systems, if information,
relating to generating mathematical models, are not available or
are too costly and time-consuming, knowledge-based methods
are alternative approaches to solve these problems for fault
diagnosis. These techniques are based on qualitative models that
can be generally obtained through causal modeling or detailed
description of systems, expert knowledge, or typical fault
symptoms [22]. The procedure of FDD can consist of an existing
expert knowledge, an inference engine, or an expert system
interface which can combine with the knowledge from first
principles or structural description of the system in terms of
rules. Meanwhile, an expert systems approach can be classified
into shallow-knowledge expert systems using the formulation of
IF-THEN rules for generating rule-based methods; deepknowledge expert systems including functional reasoning or
first-principles expert systems for diagnosing faults, and
machine learning methods [23]. However, expert approaches are
difficult to design when knowledge acquisitions of experts and
collecting of real cases are not available. A possible solution to
solve this problem is to use a machine learning approach,
through which knowledge is automatically extracted from data
by using advanced statistical theories such as hidden Markov
model (HMM) and Kernel machines [24] but also other methods
as neuronal networks.
A. Machine learning techniques for heating systems
optimization
The use of simulation tools for heating systems is not new.
It has been widely utilized for analyzing and tracking energy
consumption and control, due to its simplicity and efficiency in
designing the building models and tracking all inputs and
outputs of this model at any given point of time. Thus, applying
simulation tools for heating systems can offer a very accurate
representation of the actual measurements [25]. What also is
worth to be mentioned is the feasibility and freedom that the
simulation tools give in experimenting with different parameters
and injecting different faults to the designed system, which is
difficult to achieve in real practice scenarios [26].
Applying machine learning and statistical techniques to
detect and diagnose the faults in different building models,
played a crucial role in drawing researchers’ attention to heating
system design and control lately. Using machine learning in such
models makes FDD a lot easier and faster, and optimizes the
energy consumption in the building model, based on deriving
hidden patterns between different components in the building
model, using an accurate and intensive learning techniques
which have been adequately trained and thoroughly tested, as
addressed in [9].
The machine learning focuses on system behavior pattern
instead of residuals. In other words, instead of diagnosing the
system health status through comparing its outputs directly with
model predictions (or other references), diagnosis can be done
by analyzing system behavior over a window of operation [27].
Therefore, integrating machine learning in demand-controlled
ventilation and heating systems has been a prominent topic for
research and industrial application recently.

In this work, our main focus is to conceptualize an active
diagnosis learning model for the embedded components, such as
sensors and actuators, and their associated faults, in the designed
office building model at any given point of time during the day,
based on intensive and comprehensive learning of the simulated
heating system behavior.
IV. SYSTEM ARCHITECTURE
In this section, the architecture of the overall system is
presented, which shows the overview of this work. Figure 2
shows the workflow and architecture of the system, represented
by its main steps as below: 1) Fault injection to the simulated
model. 2) Data collection and extraction from the simulation. 3)
Create the learning model based on the extracted data. 4) Run
the learning model consistently, given the captured values for
the model component and physical parameters at this point of
time, to provide an active diagnosis for the faulty parts if any.
These steps are described in details at the following subsections.
A. Fault Injection to the Simulated Model
For the implementation, test, and development of FDD
methods, a framework, including a model and simulation tool
for fault injection, or faulty and healthy data are needed.
Behravan et al. modeled and simulated a thermal dynamic
heating system for a multi-zone office building equipped with
demand-controlled ventilation using MATLAB/Simulink [28].
This paper presents a fault injection model which is
simulated by MATLAB/Simulink version R2017a, using the
Simscape toolbox. Different types of faults are modeled,
simulated, and injected into the Simulink model which is based
on the mentioned model for monitoring system responses in
different faulty and fault-free (healthy) modes of system
operation, and the application of machine learning techniques
for fault detection and diagnosis for this framework is
conceptualized. The model contains six office rooms and one
corridor, based on the real dimensions and thermal
specifications of a building at the University of Siegen,
Germany, during a typical winter day in February. Figure 3
shows the office building sketch.
The model dynamics consist of various governing equations
and coefficients for heat transfer effects of different zones of the
building on each other, as well as the ventilation which is
affected by outdoor wind, Buoyancy phenomena, and
indoor/outdoor temperature can be found in reference [28].

Fig. 2. Conceptual workflow for the learning and diagnosis of faults.

Fig. 4. Simulink model of an office room with fault injection blocks.

Figure 4 demonstrates the Simulink model for one room
which is equipped with four fault injection blocks (subsystems)
that are highlighted in red color. The occupancy in each room
was simulated as an occupancy pattern which determines the
number of persons. Each room has one temperature sensor, one
CO2 concentration sensor, one occupancy sensor, one
economizer damper actuator which is coupled to a damper, one
heater actuator that is coupled to the heater (thermostat), and one
fault injection dashboard to manually inject the fault into the
system.
The demand-controlled ventilation system can control the
position of the damper (open/close) and the heater actuator can
control the status of the heater (on/off). The dashboard consists
of four fault cases for the CO2 sensor, economizer damper
actuator, temperature sensor, and heater actuator (thermostat),
which can be activated in the model. Figure 5 belongs to the
CO2 sensor fault injection case that describes a continuous
wrong sensor reading with a constant value of 700 ppm for
indoor CO2 concentration or noisy fault values within the range
of 550 ppm to 750 ppm, using the switch block. Figure 6 shows
this switch model. The fault case of a damper actuator describes
a stuck damper in a closed position and as a result, the indoor air
temperature is increased and the CO2 concentration goes above
the maximum permitted threshold. The fault case of a
temperature sensor describes wrong sensor readings with a
constant value of 15°C, and the fault case of the heater actuator
describes a stuck-at fault in the heating mode. The corridor
subsystem consists of two fault cases because there is no
CO2 sensor and no economizer damper.

B. Data Collection and Extraction from the Simulation
The fault detection and diagnosis part is based on the data
that is extensively collected to the data sets from the created
demand-controlled ventilation and heat system model with fault
injection. The sampling interval for the collected data is one
second. Parameters of interest for each office room are
measured: the outside and inside temperature, inside CO2
concentration, occupancy, heater status, and economizer damper
status.

Fig. 3. Office building sketch for the model.

Fig. 6. Switch for noisy or constant value fault injection.

Fig. 5. Simulink model for Fault injection inside CO2 sensor fault injection.

The behavior of the system in the healthy mode of operation
and in presence of faults can be studied by activating faults (fault
injection) and the effects can be monitored. Data in healthy and
faulty modes are captured in a database from the simulation.
Table 1 shows a sample of captured data in five seconds of
simulation for four types of faults in room one. Table 2 shows
the variable changes if a CO2 sensor fault is being injected into
the system, and Table 3 indicates the effect of fault injection of
a room on the other rooms.

Table 1. Example of captured data of room one, in presence of different fault modes

Table 2. Example of captured data of healthy variables in other rooms

Table 3. Example of captured data of the effect of CO2 sensor fault in room one on the variables of other rooms

C. Create the Learning Model based on the Collected Data
Machine learning is a methodology for finding hidden
patterns in data that leads to major conclusions [29]. Moreover,
machine learning is considered a part of computer science and a
subfield of artificial intelligence. The core of the machine
learning idea is to create algorithms that are used to construct
learning models, which can eventually make decisions and datadriven predictions.
As mentioned earlier in this paper, the concept of machine
learning for heating systems with demand-controlled ventilation
is studied to achieve an active diagnosis for a heating system,
applied in an office building at run-time using machine learning
methods. In contrast to well-studied problem domains as image
processing, best practices for applying machine learning
solutions in FDD applications are still scarce. Considering the
variety of FDD problems, systems and factors, a possible
machine learning solution has to be individually selected,
tailored and evaluated. In this regard, this short-study sheds light
especially on the selection process and data considerations to lay
the foundation for a future tailoring and evaluation study, with a
selection and pre-processing workflow.
In this section, we highlight requirements and describe the
learning approach step by step and conceptualized for this
diagnostic system, which includes: data preparation and
preprocessing, examine and compare different machine learning
algorithms and optimize the best-chosen machine learning
algorithms.
1) Data Preparation and Preprocessing
This process is for converting the raw data, extracted from
the simulation model into a form of data that is compatible with
the machine learning application.
Machine learning algorithms learn from data, so it is
essential to use the right data for solving the problem of interest.
Independent of the data quality, it is needed to make sure that
the data is in the right format, correctly scaled and including the
features which are describing the use case.
The data preparation process to get the data ready for the
learning consist of three important steps [30]:

•

Data Selection: this step focuses on studying the
available data, and considers what is missing and
what has to be added, or what is unnecessary and
must be removed.

•

Data Preprocessing: preprocessing the data means
making the proper changes on the selected data to
make it ready to be fed in the machine learning
model, that includes data sampling, data cleaning,
and data formatting.

•

Data Transformation: the final step requires more
sophisticated techniques for features engineering,
like attribute decomposition, aggregation, and
scaling.

Data preparing is a diverse topic that can take a long time
and effort in exploring and analyzing the data even before
starting the learning process. The main goal of this process is to
represent the raw data in a much clearer and useful
representation of the problem of interest.
2) Examine and Compare Different Machine Learning
Algorithms
This process is about making a general assessment of
different machine learning algorithms which are suitable to
solve the given task to shortlist potential algorithms for a final
selection. When dealing with a new problem, it is needed to
decide which group or class of algorithms is suitable to work
with the problem and which is not.
This process is vital to prevent an over-generalizing decision
to use algorithms which the researcher worked with before, in
order to save the research and development time, rather than
considering a well needed thorough selection process in favor of
other approaches, which could be more suitable to solve the
problem.
V.

RESULTS

The investigated model of this study shows that the Simulink
environment has the ability to implement fault injection methods
in the model and capture the measured data for further
monitoring and analysis such as fault detection and diagnostics.
The other effects of fault injection such as increase of energy
consumption and operation cost of the heating system for each

zone can be calculated by putting a constant gain after the heater
gain block in the heater subsystem. There are several methods
for FDD, but this study highlights the potential of applying
machine learning methods and proposes a step-by-step
workflow for selection and data pre-processing.
Figure 7 shows the indoor CO2 concentration based on the
occupancy and damper status in healthy mode and faulty mode
of a CO2 sensor fault. In healthy system mode (green color
signal), the open position of the damper is more frequent in more
populated times. As a result, the damper status could remain
closed in the rest and it prevents the coming of low-temperature
excess air from the outside into the building (potential energy
saving). The frequency of damper switching also depends on the
size. It can be seen that in the faulty mode (red color signal), the
heater will remain in the on position, and more energy will be
consumed by the system.
The double y-axes figure 8 shows the room number one
temperature variation based on the outside temperature
variation, heating system and damper status in healthy mode
(green color) and faulty mode (black color) of the system for
different fault cases. Heater and damper are considered to have
two possible values of one and zero that value one for the heater
means the status on and for the damper means the position open
and zero for heater means the status off and for the damper
means the position close.

CONCLUSION
This paper has presented a fault injection framework in a
demand-controlled and heating system that is used for
evaluation of fault detection and diagnosis techniques especially
machine learning method. Several problems such as system
failure or performance degradation can arise due to faults in each
component such as a sensor fault including wrong sensor
readings or noisy sensors, and actuator faults such as a stuck
damper actuator or a stuck heater actuator in DCV systems. The
model has the ability to represent the effect of fault injection on
just two possible statuses, on: 1 or off: 0, and open: 1 or close:
0. different parameters in one room and also in the adjacent
rooms. The collected system result shows that faults can

Fig. 7. Indoor CO2 concentration based on the occupancy and damper status, in
healthy mode (green color) and faulty mode (red color).

decrease the efficiency of the system due to its effect on the
control components, that can contribute to energy consumption
and operation cost increase. Further, implementing the presented
machine learning selection workflow and selecting an
individual, suitable learning solution has the potential to offer a
learning FDD solution for the online detection of faults. How to
practically apply the workflow for the presented system has to
be highlighted in further studies and will enable further
implications for the use of machine learning for fault diagnosis.
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Fig. 8. The room number one temperature variation in healthy mode (green color) and faulty mode (black color) in case of activation CO2 sensor fault.
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