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Abstract— In the railway domain, an execution environment
supporting data flows of mixed-criticality applications is an
open research problem towards higher integration of future
Train Control and Monitoring Systems (TCMS). Compared to
the avionic and automotive domains, train inauguration deals
with changes of train composition and configuration and is
a specific requirement of the railway domain. The statically
configured communication channels of other domains need to
be extended, in order to cover the requirement of dynamic
configuration for train inauguration.
In this paper, we propose a virtual switch that ensures temporal and spatial partitioning between data flows of the TCMS
applications hosted on the same computing node. The switch
leverages the Software-Defined Networking (SDN) paradigm
to be reconfigurable in order to cover the train inauguration
requirement.

I. INTRODUCTION
Extensive research on integrating multiple functions with
different criticality levels on a shared platform was carried out in avionic and automotive domains. Corresponding
industry standards like ARINC 653 and AUTOSAR were
released. In ARINC 653 [16], the functions of class A
and class B (according to DO-178C [5]) can be integrated
based on the APlication/EXecutive (APEX) interface without
interfering with each other. The basic protection mechanism
for the integration is temporal and spatial isolation which
is designed to prevent faults propagating between different
partitions. The safety critical partitions are guaranteed to
have reserved computing resources to avoid missing the
deadlines.
Due to the specific industry constraints and the long
development life-cycles, railway transportation systems have
suffered from a limited adoption of novel technological
advancements in electronic hardware and software, communication networks and embedded computing. The existing
TCMS execution environments are based on a federated
architecture which is different to an integrated architecture
as used in ARINC 653. Every computing node in a federated
architecture hosts one specific function and the communication between computing nodes is based on the Train
Communication Network (TCN). According to IEC 61375
[9], the TCN defines a two level network architecture with
the Train Backbone (TB) and the Consist Network (CN).
Train inauguration [11] represents the dynamic aspects
of the railway domain. Vehicles in the railway domain
are free to couple and decouple with each other, therefore
causing the need for the train inauguration process. In the
existing TCMS, train inauguration process affects only the

data communication at TB level. The resulting need for
adaptation is resolved by the Train Topology Discovery
Protocol (TTDP) [11], which can dynamically manage the
train composition related information in the Train Topology
Database (TTDB) [17]. The distributed train applications are
addressed based on the functionalities using TCN Uniform
Resource Identifiers (TCN URIs) defined in IEC 61375 [17].
With the TCN DNS server resolving the TCN URIs to
IP addresses based on the topology related information in
TTDB, the existing TCMS can resolve the inconsistency
caused by train inauguration.
In contrast, the data communication defined in ARINC
653 is statically configured through channels between communication ports. When the fundamental architecture of
the TCMS execution environment evolves from a federated
architecture to an integrated one, the train inauguration is a
major challenge.
For the network architecture and design, SDN has caused
significant interest and causes the network designers to
rethink the classical data forwarding approach [8]. In the
design of SDN, the network forwarding control plane is
separated from the data forwarding hardware, which enables
the control logic and state to be reconfigured during runtime.
On a global network view, the network control plane can
be treated as a controlling application that makes the whole
network logically centralized [8]. One of the most famous
SDN implementations is the Open vSwitch in cloud computing environments [10]. In the cloud computing field, the
computing resources are virtualized in order to host multiple
virtual devices [10] and Open vSwitch was designed to
manage the data communication between virtual machines in
a layered way (i.e. control plane and data plane are separated
on different layers).
Due to the benefits of SDN, we leverage the SDN
paradigm to propose our data communication architecture as
a virtual switch residing in the TCMS execution environment
based on an integrated architecture, in order to solve the
dynamic data flow controlling requirement caused by train
inauguration. we extend the temporal and spatial partitioning
concept from the application layer to the data switching layer
to guarantee the absence of interference between different
data flows.
The remainder of the paper is structured as follows. We
analyse the state-of-the-art (SOTA) and related work in section II. In section III, we discuss the major requirements for
the data communication in the TCMS execution environment
based on an integrated architecture. We propose our design

